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(5 4) CIPHER COMMUNICATION METHOD AND ITS DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To simplify the management of multiple 
common information different in specifications between a 
transmission-side computer and a reception-side computer, 
cryptographic keys, for example. 

SOLUTION: A cipher or a compression algorithm used for ciphering 
a communication message between the transmission-side computer 

1 and the reception-side computer 12 is negotiated and decided. A 
third computer 13 which can realize cipher or compression 
communication with the transmission-side computer 1 1 and the 
reception-side computer 12 by sharing information with the 
transmissions-side computer 1 1 and the reception-side computer 

2 is arranged on a network. A session key for ciphering the 
communication message is ciphered by a common key between the 
transmissions-side computer 11 and the third computer 13 and is 
transmitted to the third computer 13. The third computer 13 

r ec iphers the received session key by the common key with the 
reception-side computer 12 and transmits it to the reception-side 
computer 12. Thus, cipher communication with unspecified multiple 
opposite parties such as electronic transaction is realized and it is 
sufficient for both the transmission and reception computers to hold 
on |y a common key between the third computers. Thus, multiple 
common information different in specifications can be simplified. 
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CLAIMS 



rjGlaim(s)] 

[Claim 1] The cryptocommunication approach characterized by to transmit the information used for encryption and 
c ompression-.zing of a message or a message using said transmitting-side computer and said receiving-side 
computer and the 3rd computer that can carry out cryptocommunication, respectively in the cryptocommunication 
s ystem which performs a code or a compression communication link between the transmitting-side computer linked 
t° a n6 ^? r u 3nd 3 receiv ' n g-side computer using the code or compression algorithm chosen by the negotiation 
(-Claim 2j In the cryptocommunication system which performs a code or a compression communication link between 
the transmittmg-side computer linked to a network, and a receiving-side computer using the code or compression 
algorithm chosen by the negotiation Said transmitting-side computer and said receiving-side computer, and the 3rd 
computer that can carry out cryptocommunication, respectively are arranged on a network The 
cryptocommunication approach according to claim 1 characterized by enciphering a session key via the 3rd 
computer among the information used for encryption of a message, and transmitting. 

[Claim 3] In the cryptocommunication system which performs a code or a compression communication link between 
the transmittmg-side computer linked to a network, and a receiving-side computer using the code or compression 
algorithm chosen by the negotiation When a receiving-side computer receives the session key with which encryption 
w hich cannot be decrypted was performed, It is the cryptocommunication approach according to claim 1 which 
tr ansmits the session key concerned to the 3rd computer, and is characterized by returning it to said receiving-side 
computer after process.ng the 3rd computer concerned so that said receiving-side computer can decrypt the 
session key concerned. 

[Claim 4] The cryptocommunication approach according to claim 1 characterized by to encipher a message via the 
3rd computer and to transmit when said transmitting-side computer and said receiving-side computer and the 3rd 
computer that can communicate, respectively are arranged on a network in the cryptocommunication system which 
perfo rms a code or a compression communication link between the transmitting-side computer linked to a network 
and a receivmg-s.de computer using the code or compression algorithm chosen by the negotiation and a negotiation 
goes wrong. 

[Claim 5] The cryptocommunication approach according to claim 1 characterized by determining the specification of 
0 session key by the negotiation among the information used for encryption of a message in the 
cryP tocommunication system which performs a code or a compression communication link between the 
tr ansmitting-side computer linked to a network, and a receiving-side computer using the code or compression 
algorithm chosen by the negotiation. 

(Claim 6] The cryptocommunication approach according to claim 1 characterized by determining the information 
ak) out compression of a message by the negotiation in the cryptocommunication system which performs a code or a 
impression communication link between the transmitting-side computer linked to a network, and a receiving-side 
computer using the code or compression algorithm chosen by the negotiation. 

[Claim 7] The cryptocommunication approach according to claim 2 characterized by to encipher using the common- 
use key shared in the cryptocommunication system which performs a code or a compression communication link 
be tween the transmittmg-side computer linked to a network, and a receiving-side computer using the code or 
compression algorithm chosen by the negotiation between the common-use key which shared encryption of a 
session key between a transmitting-side computer and the 3rd computer, and a receiving-side computer and the 
2(d computer. 

rclaim 8] The cryptocommunication approach according to claim 3 characterized by to encipher using the common- 
use key shared in the cryptocommunication system which performs a code or a compression communication link 
b etween the transmitting-side computer linked to a network, and a receiving-side computer using the code or 
compression algorithm chosen by the negotiation between the common-use key which shared encryption of a 
session key between a transmitting-side computer and the 3rd computer, and a receiving-side computer and the 
3r d computer. 

(Claim 9] The cryptocommunication approach according to claim 2 characterized by giving the public key of the 3rd 
computer to a transmitting-side computer, giving the public key of a receiving-side computer to the 3rd computer 
re spectively, and enciphering encryption of a session key using said public key encryption in the 
cryp tocommun.cation system which performs a code or a compression communication link between the 
transmitting side computer linked to a network, and a receiving-side computer using the code or compression 
algorithm chosen by the negotiation. 
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iC \»m 10] The cryptocommun.cat.on approach according to claim 3 characterized by giving the public key of the 3rd 
c0rn puter to a transm.ttmg-s.de computer, giving the public key of a receiving-side computer to the 3rd computer 
reS pect.vely, and enciphering encryption of a session key using said public key encryption in the ' 
cry ptocommun.cat.on system which performs a code or a compression communication link between the 
tra nsm.tt,ng-s,de computer linked to a network, and a receiving-side computer using the code or compression 
algorithm chosen by the negotiation. 

[Claim 11] | In the cryptocommunication system which performs a code or a compression communication link 
be tween the trans m.tting-side computer linked to a network, and a receiving-side computer using the code or 
c0 mpress,on algonthm chosen by the negotiation The cryptocommunication approach according to claim 4 
cha raotenzed by enc.pher.ng using the common use key shared between the common use key shared between a 
tra nsm.tt.ng-side computer and the 3rd computer, and a receiving-side computer and the 3rd computer to 
encryption of a message when a negotiation goes wrong. 

[Claim 12] The crypto^mmunication approach according to claim 4 characterized by giving the public key of the 3rd 
c0 mputer to a transm,tt,ng-s,de computer, giving the public key of a receiving-side computer to the 3rd computer at 
enC rypt l on of a message when a negotiation goes wrong in the cryptocommunication system which performs a code 
or a compress.on_commun.cat.on link between the transmitting-side computer linked to a network, and a receiving- 
side computer using the code or compression algorithm chosen by the negotiation, respectively, and enciphering 
uS ing said public key encryption. k B 

[Claim 13] The cryptocommunication approach according to claim 5 characterized by determining the specification 
of a session key among the information used for encryption of a message using the path information between a 
tra r,smitt,ng- S ,de computer and a receiving-side computer in the cryptocommunication system which performs a 
cod e or a compression communication link between the transmitting-side computer linked to a network and a 
re ce.v.ng-s.de computer using the code or compression algorithm chosen by the negotiation 

[Claim 14] It is cryptocommunication equipment which is equipped with said transmitting-side computer and said 
reC eiv.ng-s,de computer, and the 3rd computer in which cryptocommunication is possible respectively in the 
cryp tocommun.cat.on equipment which performs a code or a compression communication link between the 
tran sm.tt,ng-s.de computer linked to a network, and a receiving-side computer using the code or the compression 
alg0 r.thm chosen by the negotiation, and ,s characterized by for said transmitting-side computer to transmit the 
formation which uses for encrypt.on and compression-izing of a message or a message through said 3rd computer. 

[Claim 15] Cryptocommunication equipment according to claim 14 characterized by enciphering a session key via 
the 3rd [ said ] computer among the information which arranges on a network said transmitting-side computer and 
said | receiving-s.de computer, and the 3rd computer that can carry out cryptocommunication, respectively and is 
used for encryption of a message, and transmitting. V 
[C | a im 16] It is cryptocommunication equipment according to claim 14 characterized by transmitting the session key 
con cerned to said 3rd computer, and returning the 3rd computer concerned to said receiving-side computer after 
said rece.v,ng-s,de computer processes the session key concerned possible [ a decryption ] when said receivin*- 
side computer receives the session key with which encryption which cannot be decrypted was performed 
[C |aim Ml It .s cryptocommunication equipment according to claim 14 characterized by enciphering a message via 
the 3rd computer and transm.tting when said transmitting-side computer and said receiving-side computer and the 
3rd computer that can communicate, respectively are arranged on a network and said transmitting-side computer 
-fails m said receiving-side computer and negotiation. 

[Claim 18] Cryptocommunication equipment according to claim 14 characterized by determining the specification of 
a seS sion key by the negotiation among the information used for encryption of a message 

[Claim 19] Cryptocommunication equipment according to claim 14 characterized by determining the information 
a pout compression of a message by the negotiation. 

,-Ciaim 20] Cryptocommunication equipment according to claim 15 characterized by enciphering using the common 

comouter TnTs/AT^ 1 * ^T"^ between the c °™ — -hared between said transmitting- 
side computer and said 3rd computer, and said receiving-side computer and said 3rd computer 
[Claim 21 j Cryptocommunication equipment according to claim 16 characterized by enciphering using the common 
use key which shared encryption of a session key between the common use key shared between said transmitting- 
side computer and said 3rd computer, and said receiving-side computer and said 3rd computer 

[Cla.m 22jCryptocommun.cat.on , equipment according to claim 15 characterized by giving the public key of said 3rd 

c0 m P uter to said transm,tt,ng-s.de computer, giving the public key of said receiving-side computer to said 3rd 

cornP uter respectively, and enciphering encryption of a session key using said public key encryption 

[Claim 23j Cryptocommunication equipment according to claim 16 characterized by giving the public key of said 3rd 

cornp uter to said transmitt.ng-s.de computer, giving the public key of said receiving-side computer to said 3rd 

computer respectively, and enciphering encryption of a session key using said public key encryption 

[Claim 24] Cryptocommunication equipment according to claim 17 characterized by enciphering using the common 

use key shared between the common use key shared between said transmitting-side computer and said 3rd 

confl puter, and said receiving-side computer and said 3rd computer to encryption of a message when a negotiation 

goes wrong. 

[Claim 25] Cryptocommunication equipment according to claim 17 characterized by giving the public key of said 3rd 
computer to said transmitting-side computer, giving the public key of said receiving-side computer to said 3rd 
corTip uter at encrypt.on of a message when a negotiation goes wrong, respectively, and enciphering using said public 
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Ke y encryption. 

j- c |aim 26] Cryptocommunication equipment according to claim 18 characterized by determining the specification of 
a s eSSion key among the information used for encryption of a message using the path information between said 
tra nsmitting-side calculating machines and said receiving-side calculating machines. 



- r anslation done.] 
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* NOTICES * 

jpO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to the cryptocommunication approach and equipment with which two 
or more transmitting origin or a transmission place exists especially with respect to the cryptocommunication 
approach and equipment which perform cryptocommunication between the transmitting-side computer linked to a 
network, and a receiving-side computer using the cryptographic algorithm chosen by the negotiation 
[0002] 

[Description of the Prior Art] Conventionally, when it was the cryptocommunication system by which two or more 
transmitting origin and a transmission place exist, as for each computer, the share key needed to be managed for 
every transmission place. As an approach for mitigating this key management, the key management method based 
on the method of the following [ the draft (ISO/IEC DIS 11770-2 Mechanism 13) of ISO ] is proposed. 
[0003] (1) Arrange on a network the key management pin center.large which shares a transmission place and a 
reception place, and a key. 

[0004] (2) Encipher with the key which is sharing encryption and a session key between the session key which 
generated the message at random between a transmitting side and a key management pin center.large, and send 
both to a receiving side. 

[0005] (3) A receiving side sends the enciphered session key to a key management pin center.large. 

[0006] (4) After a key management pin center.large decodes a session key, encipher with the key currently shared 

between a key management pin center.large and a receiving side, and send it to a receiving side. 

[0007] Moreover, the cryptographic algorithm used for cryptocommunication needs to change the cryptographic 

algorithm used by the communications partner, when two or more transmitting origin and a transmission place exist. 

For this reason, it considers as the program interface which carries out the negotiation of the cryptographic 

algorithm used for cryptocommunication, and chooses it by the computers linked to a network, and the negotiation 

mechanism is proposed by GSS-API (Generic Security Service Application Program Interface). A GSS-API 

negotiation mechanism defines the outline of the following processings. 

[0008] (1) Processing which notifies the cryptographic algorithm classification which the transmitting side is 
supporting to a receiving side. 

[0009] (2) Processing which chooses an available thing from the cryptographic algorithm classification which the 

receiving side received, and is returned to a transmitting side 

[0010] 

[Problem(s) to be Solved by the Invention] In case a commercial transaction etc. is performed using a network, in 
order to prevent a malfeasance, it is necessary to encipher a communication message. Usually, the method with 
which the cryptographic algorithm which enciphers a message serves as a criterion does not exist, but various kinds 
0 f methods are proposed. The encryption key used by cryptographic algorithm changes in the specification with 
algorithms. For example, in the case of DES, to the key length of an encryption key being 56 bits, when using MULTI, 
k ey length becomes 320 bits. For this reason, the computer which performs cryptocommunication among two or 
more transmission places needed to hold the cryptographic key of a different specification for every transmission 
place. 

[001 1] This invention aims at simplifying management of much share information between a transmitting-side 
computer and a receiving-side computer, for example, a share key, in the cryptocommunication system which 
performs cryptocommunication using the code or compression algorithm which had two or more transmission places. 
an d was chosen by the negotiation between each transmission place 
[0012] 

[Means for Solving the Problem] In order to solve the above-mentioned technical problem, in this invention, between 
the transmitting-side computer linked to a network, and a receiving-side computer In order to perform 
cryptocommunication in the cryptocommunication system which performs a code or a compression communication 
link using the code or compression algorithm chosen by the negotiation By sharing the share key 1 with a 
transmitting-side computer, a code, or a compression algorithm 1, and sharing a receiving-side computer, a code, or 
a compression algorithm 2 and its share key 2 Said transmitting-side computer and said receiving-side computer, 
an d the 3rd computer that can perform a code or a compression communication link, respectively are arranged on a 
network. Processing which carries out the negotiation of the code or compression algorithm used for encryption of a 
message, and determines it between a transmitting-side calculating machine and a receiving-side calculating 
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machine is performed. By the transmitting-side calculating machine The processing which generates the additional 
^formation corresponding to the code or compression algorithm which carried out the negotiation, A message by 
code or compression algorithm which carried out the negotiation, and said additional information Encryption or 
processing which compression-izes and generates an encryption message, The processing which enciphers said 
aC |ditional information with said cryptographic algorithm 1 and the share key 1, and generates encryption additional 
^formation, Processing which transmits said encryption message to a receiving-side computer, and processing 
w hich transmits said encryption additional information to the 3rd computer are performed. By the 3rd computer The 
processing which decrypts the encryption additional information received from the transmitting-side computer with 
cryptographic algorithm 1 and the share key 1, and takes out additional information, The processing which enciphers 
w ith the cryptographic algorithm 2 which is sharing said additional information with a receiving-side computer, and 
the share key 2, and generates encryption additional information, Processing which transmits said encryption 
aC jditional information to a receiving-side computer is performed. By the receiving-side computer The processing 
wh ich decrypts the encryption additional information received from the 3rd computer with cryptographic algorithm 2 
an d the share key 2, and takes out additional information. It decrypts by the cryptographic algorithm which carried 
oU t the negotiation of the encryption message which received from the transmitting-side calculating machine, and 
sa jd additional information, and processing which takes out a message is performed in order. 

[0013] When the code between a transmitting-side computer and a receiving-side computer or the negotiation of a 
compression algorithm goes wrong, moreover, by the transmitting-side computer The processing which generates 
additional information applicable to the code or compression algorithm 1 currently shared with the 3rd computer, A 
message by cryptographic algorithm 1 and said additional information Encryption or the processing which 
compression-izes and generates an encryption message. The processing which enciphers said additional information 
w j t h a code or a compression algorithm 1, and the share key 1, and generates encryption additional information, 
processing which transmits said encryption message and encryption additional information to the 3rd computer is 
performed. By the 3rd computer The processing which decrypts the encryption additional information received from 
the transmitting-side computer with a code or a compression algorithm 1, and the share key 1, and takes out 
aC )ditional information, The processing which decrypts the encryption message which received from the 
tr ansmitting-side calculating machine by the code or the compression algorithm 1, and said additional information, 
an d takes out a message, The processing which generates additional information applicable to the code or 
compression algorithm 2 currently shared with a receiving-side computer, The processing which enciphers a 
message by the code or the compression algorithm 2, and said additional information, and generates an encryption 
message, The processing which enciphers said additional information with a code or a compression algorithm 2, and 
the share key 2, and generates encryption additional information. Processing which transmits said encryption 
message and encryption additional information to a receiving-side computer is performed. By the receiving-side 
computer The processing which decrypts the encryption additional information received from the 3rd computer with 
a c ode or a compression algorithm 2, and the share key 2, and takes out additional information, The encryption 
message which received from the 3rd calculating machine is decrypted by the code or the compression algorithm 2, 
an d said additional information, and processing which takes out a message is performed in order 
[0014] 

junction] In the cryptocommunication system of this invention, cryptocommunication with many and unspecified 
partners like electronic commerce is made possible by carrying out the negotiation of the code or compression 
a l g0 rithm used for encryption of a message between a transmitting-side calculating machine and a receiving-side 
calculating machine. Furthermore, since a code or a compression communication link will be attained by arranging on 
a network a transmitting-side computer and a receiving-side computer, and the 3rd computer that shares a key, and 
transmitting additional information or a message via the 3rd computer according to the result of a negotiation if both 
0 f transmitting-side computers and receiving-side computers hold only the share information between the 3rd 
computer, management of much share information, for example, a share key, can be simplified 
[0015] 

[Example] One example of this invention is explained using drawing 7 from drawing 1 . Drawing 1 is drawing showing 
the outline of the cryptocommunication system of this method. In 11, a transmitting-side computer reaches and, in 
12 , a receiving-side computer and 13 reach transmitting-side computer 11. The receiving-side computer 12, the 3rd 
computer which can communicate, and 14 The network between the transmitting-side computer 1 1, the receiving- 
side computer 12, and the 3rd computer 13, The encryption key which can apply 15 to the cryptographic algorithm 1 
currently shared between the transmitting-side computer 1 1 and the 3rd computer 13, The encryption key which 
can aPP'y 16 to the cryptographic algorithm 2 currently shared between the receiving-side computer 12 and the 3rd 
computer 13, the session key which generates 17 at random by the transmitting-side computer 11, and 18 are 
messages which transmit to the receiving-side computer 12 from the transmitting-side computer 1 1. In this system, 
the following procedure performs cryptocommunication between the transmitting-side computer 1 1 and the 
receiving-side computer 12. 

[0016] (D Ask the cryptographic algorithm method used for both cryptocommunication from the transmitting-side 
computer 11 to the receiving-side computer 12. 

[0017] (2) The receiving-side computer 12 chooses the cryptographic algorithm method used for both 
cr yptocommunication, and notifies it to the transmitting-side computer 1 1. 

[0018] (3) The transmitting-side computer 1 1 generates the session key 17 which satisfies the requirements 
specified by the cryptographic algorithm notified from (a) receiving-side computer 12. 



f 1 ttp:// w ww4.ipdl.ncipi.gojp/cgi-bin/tran_web_cgi_ejje 



2006/08/07 



jp,09-083509,A [DETAILED DESCRIPTION] 



3/6 s<— v 



(b ) Be with the session key 17 encipher an outgoing message 18 as the cryptographic algorithm notified from the 
re ceiving-side computer 12, and transmit to the receiving-side computer 12 

(c ) Encipher with the cryptographic algorithm 1 which is sharing the session key 17 between the 3rd computer 13 
an d the encryption key 15, and transmit to the 3rd computer 13. 

[0019] (4) The 3rd computer 13 decrypts the enciphered session key 17 which was received from (a) transmitting- 
side computer 1 using the cryptographic algorithm 1 and the encryption key 15 which are shared between the 
transmitting-side computers 11. 

(b ) Encipher with the cryptographic algorithm 2 which is sharing the decrypted session key 17 between the 

reC on 1 ,r )fr S -rf computers 12 ' and the encryption key 16, and transmit to the receiving-side computer 12 

[0020] (5) The receiving-side computer 12 decrypts the enciphered session key 17 which was received from the (a) 

3rd computer 13 using the cryptographic algorithm 2 and the encryption key 16 which are shared between the 3rd 

computer. 

(b ) Decrypt the enciphered message which was received from the transmitting-side calculating machine 11 using the 
cryptographic algorithm and the session key 17 which were decided by the negotiation 

her e - the transmitting-side computer 1 1 and the receiving-side computer 12 - Huffman - the case where the 
compression algorithm by law ,s being supported - a message - Huffman - it can compress by law and the 
Huffman tree to the modulation code in a message can also be used as a session key 

[0021J Drawing 2 is drawing having shown the internal configuration of the computer used by this method The flag 
of the cipher system which uses 21 for memory and uses 21 1 for session key generation, A data encryption key 
storage area and 213 212 A sess.on key storage area. As for a bus and 23, the area which loads the code and 
decryption program corresponding to the cryptographic algorithm of various kinds [ 214 / 215 / a message storage 
area and J, and 22 are [ CPU and 24 ] external storage. The code and decryption program group for which 241 can 
use this computer, and I 242 A session key generator, As for the database of the database about the specification of 
the key which uses 243 by the code and the decryption program group 241. the key which is sharing 244 among 
ether calculating machines, and the cryptographic algorithm name used with the key, and 25, communication link I/O 
an d 26 are the channels to other calculating machines. 

[0022] Drawing 3 is drawing having shown the flow of processing with this method to the message at the time of a 
negotiation being successful. First when it succeeds in the cipher system negotiation processing 301 which chooses 
the cryptographic algorithm used for the cryptocommunication between the receiving-side computers 12 by the 
transmitting side computer 1 1, The session key creation processing 302 which creates the session key 17 suitable 
for the cryptographic algorithm determined by 301, The encryption processing 303 which enciphers a message 18 
using the cryptographic algorithm and the session key 17 which were determined by 301, and generates a cipher 
30 J*\ S 7 S T !u ,S enc _ phered usin S tne cryptographic algorithm and the encryption key 15 which were 
decided beforehand between the 3rd computer 13. Perform encryption processing 304 which generates the 
enciphered session key 306, the enciphered session key 306 is transmitted to the 3rd computer 13, and a cipher 305 
is transmitted to the receiving-side computer 12, respectively. By the 3rd computer 13, next, the enciphered 
seSS .on key 306 which was received from the transmitting-side computer 1 1 The cryptographic algorithm 
beforehand decided between the transmitting-side computers 11, and the decryption processing 307 decrypted 
us ing the encryption key 15, It enciphers using the cryptographic algorithm which determined beforehand the 
session key decrypted by 307 between the receiving-side computers 12, and the encryption key 16 Encryption 
processing 308 which generates the enciphered session key 309 is performed, and the enciphered session key 309 
is transmitted to the receiving-side computer 12. Furthermore, by the receiving-side computer 12, cryptographic 
a lgonthm which determined beforehand the enciphered session key 309 which was received from the 3rd computer 
13 between the 3rd computer 13, the decryption processing 310 which decrypts the session key 17 using the 
encryption key 16, and decryption processing 31 1 which decrypts a message 18 using the cryptographic algorithm 
whic h determined the cipher 305 received from the transmitting-side computer 1 1 by 301, and the session key 17 
are performed. * 
[0023] Drawing 4 is the flow chart which showed processing of the transmitting-side calculating machine 11 in the 
cryp tocommunication system of this method. The step which performs processing which 401 searchs a code and 
the decryption program group 241, and lists the usable cryptographic algorithm of the transmitting-side computer 
11t The step which notifies the cryptographic algorithm name which listed 402 at step 401 to the receiving-side 
cornP uter 12, 403 receives the cryptographic algorithm name which the receiving computer 12 chose When the steo 
set as the cipher system flag 21 1 for session keys and the cipher system for the cipher system flag 21 1 for session 
keys with suitable 404 are stored, The step which starts the session key generator 242, creates the session key 17 
base d on the key specification database 243. and is stored in the session key storage area 212, and the session key 
17 which created 405 at step 405. Start the code and the decryption program 241 corresponding to the cipher 
sys tem flag 211 for session keys and a message 18 is enciphered. The step which generates a cipher 305, the step 
Which transits the cipher 305 wh,ch created 406 at step 405 to the receiving-side computer 12 by communication 
link i/twa, 40/ reaches share encryption key 15 as the 3rd computer 13 stored in the key database 244 The 
seSS ,on key 17 which started the code and the decryption program 241 corresponding to cryptographic algorithm 
and was stored m the session key storage area 212 is enciphered. The step which stores the enciphered session' 
key 306 in the session key storage area 212. and 408 are steps which transmit the enciphered session key 306 
W hich was created at step 407 to the 3rd computer 13 by communication link 1/025 

[0024] Drawing 5 is the flow chart which showed the processing which chooses the cryptographic algorithm which 
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the receiving-side computer 12 in the cryptocommunication system of this method uses for session key 17 creation 
Th e step which receives the cryptographic algorithm namelist to which 501 is sent from the transmitting-side 
computer 11, and the cryptographic algorithm namelist which 502 received at step 501, The step which compares 
the C c ° n o e r and t l ie decrypt,on P r °8 ram S rou P 241 ^ the receiving-side computer 12, The step cryptographic algorithm 
W ' th u «m L aVal,able t0 the c,pher system fla g 21 1 for session keys ] judges whether it is set up to be, The step at 
.^hich 504 sets the name of the cryptographic algorithm common to both as the cipher system flag 211 for session 
key s, The step at which 505 sets NULL as the cipher system flag 21 1 for session keys, and 506 are steps which 
tra nsmit the contents of the cipher system flag 21 1 for session keys to the transmitting-side computer 1 1 
[0025J Drawing 6 is the flow chart which showed processing of the 3rd calculating machine in an approach-type 
cryP tocommunication system. 601 receives the enciphered session key 306 which is sent from the transmitting-side 
computer 1 1. The step stored in the session key storage area 212, 602 decrypts the enciphered session key 306 
wh ich started the code and the decryption program 241 corresponding to the encryption key 15 and cryptographic 
algorithm which are shared with the transmitting-side computer 1 1 stored in the key database 244 and was stored 
in the ,!!"' n °, n k6y St ° rage areB 21 2 The Step whicn stores the taken-out session key 17 in the session key storage 
are a 212, 603 enciphers the session key 17 which started the code and the decryption program 241 corresponding 
to the encryption key 16 and cryptographic algorithm which are shared with the receiving-side computer 12 stored 
in the key database 244, and was stored in the session key storage area 212. The step which stores the enciphered 
session key 309 in the session key storage area 212, and 604 are steps which transmit the enciphered session key 
3 09 which was created at step 603 to the receiving-side computer 12 by communication link I/O 
r 00 26] Drawing 7 is the flow chart which showed the processing to which the receiving-side calculating machine 12 
in the cryptocommunication system of this method decrypts a message 18. The step which stores in the message 
storage area 213 the cipher 305 which 701 received from the transmitting-side calculating machine 1 1 The step 
wh ich stores the enciphered session key 309 which 702 received from the 3rd computer 13 in the session key 
storage area 212, 703 decrypts the enciphered session key 309 which started the code and the decryption program 
2 41 corresponding to the encryption key 16 and cryptographic algorithm which are shared with the 3rd computer 
stored in the key database 244, and was stored in the session key storage area 212. The step which stores the 
taken out session key 17 in the session key storage area 212, and the session key 17 with which 704 took out at 
step 703, It is the step which decrypts the cipher 305 which started the code and the decryption program 241 
corresponding to the code cipher system flag 21 1 for session keys, and was stored in the message storage area 
21 3, arid takes out a message 18. 

[0027] Drawings is drawing showing the another implementation approach of the cryptocommunication system of 
this method. The transmittal mode of a session key differs from drawing 1 , and the following procedure performs 
cryptocommunication. 

[0028] (1) Ask the cryptographic algorithm method used for both cryptocommunication from the transmitting-side 
computer 11 to the receiving-side computer 12. 

[0029] (2) The receiving-side computer 12 chooses the cryptographic algorithm method used for both 
cr yptocommunication, and notifies it to the transmitting-side computer 11. 

[0030] (3) The transmitting-side computer 1 1 generates the session key 17 which satisfies the requirements 
specified by the cryptographic algorithm notified from (a) receiving-side computer 12. 

(b ) Be with the session key 17 and encipher an outgoing message 18 as the cryptographic algorithm notified from 
the rece.vmg-s.de computer 12. Furthermore, the session key 17 is enciphered with the cryptographic algorithm 1 
an d the encryption key 15 which are shared between the 3rd computer 13. The outgoing message and session key 
w hich were enciphered are transmitted to the receiving-side computer 12. 

(4) The receiving-side computer 12 transmits the received session key to the 3rd computer 13. 
[0031] (5) The 3rd computer 13 decrypts the enciphered session key 17 which was received from (a) transmitting- 
side computer 11 using the cryptographic algorithm 1 and the encryption key 15 which are shared between the 
transmitting-side computers 11. 

(b ) Encipher with the cryptographic algorithm 2 which is sharing the decrypted session key 17 between the 

receiving-side computers 12, and the encryption key 16. and transmit to the receiving-side computer 12 

[0032] (6) The receiving-side computer 12 decrypts the enciphered session key 17 which was received from the (a) 

3r d computer 13 using the cryptographic algorithm 2 and the encryption key 16 which are shared between the 3rd 

computer. 

(b) Decrypt the enciphered message which was received from the transmitting-side calculating machine 1 1 using the 

cryptographic algorithm and the session key 17 which were decided by the negotiation. By this method, the 

transmitting-side computer 1 1 does not carry out direct communication to the 3rd computer 13 

[0033] In the cryptocommunication system of this method, even when a negotiation goes wrong, furthermore 

djl awin^9 makes cryptocommunication possible, it is an option and it performs cryptocommunication in the following 

procedure. 

[0034] (1) Ask the cryptographic algorithm method used for both cryptocommunication from the transmitting-side 
computer 11 to the receiving-side computer 12. 

[0035] (2) The receiving-side computer 12 chooses the cryptographic algorithm method used for both 
cryptocommunication, and notifies it to the transmitting-side computer 1 1. 

[0036] (3) The transmitting-side computer 1 1 transmits a code message by the approach of Figs. 1 or 8, when 
cryptographic algorithm more nearly usable than (a) receiving-side computer 12 is notified. 
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(b) When notified that cryptographic algorithm more nearly usable than the receiving-side computer 12 does not 
exist, transmit a message via the 3rd computer 13. 

[0037] Drawing 10 is drawing having shown the flow of processing with this method to the message at the time of a 
negotiation going wrong. First, when the cipher system negotiation processing 301 which chooses the cryptographic 
algorithm used for the cryptocommunication between the receiving-side computers 12 by the transmitting-side 
computer 11 goes wrong. The session key creation processing 1001 which creates the session key 1002 which suits 
the cryptographic algorithm 1 currently shared between the 3rd computer 13, The encryption processing 303 which 
enciphers a message 18 using cryptographic algorithm 1 and the session key 1002, and generates a cipher 1003, The 
session key 1002 is enciphered using cryptographic algorithm 1 and the encryption key 15, encryption processing 
304 which generates the enciphered session key 1004 is performed, and the session key 1004 and cipher 305 which 
were enciphered are transmitted to the 3rd computer 13. By the 3rd computer 13, next, the enciphered session key 
1004 which was received from the transmitting-side computer 11 The decryption processing 307 which decrypts 
using the cryptographic algorithm 1 and the encryption key 15 which are shared between the transmitting-side 
computers 11, and takes out the session key 1002, The decryption processing 1005 which decrypts a part for a 
code 305 using the session key 1002 decrypted by cryptographic algorithms 1 and 307, and takes out a message 18, 
The session key creation processing 1006 which creates the session key 1008 which suits the cryptographic 
algorithm 2 currently shared between the receiving-side computers 12, The encryption processing 1007 which 
enciphers a message 18 using cryptographic algorithm 2 and the session key 1008, and generates a cipher 1010, The 
session key 1008 is enciphered using cryptographic algorithm 2 and the encryption key 16, encryption processing 
1009 which generates the enciphered session key 1011 is performed, and the session key 1011 and cipher 1010 
which were enciphered are transmitted to the receiving-side computer 12. Furthermore, the cryptographic algorithm 
2 which shares the enciphered session key 101 1 which was received from the 3rd computer 13 between the 
receiving-side computer 12 between the 3rd computer 13, the decryption processing 310 which decrypt the session 
key 1008 using the encryption key 16, and the decryption processing 311 which decrypt a message 18 using the 
cryptographic algorithm 2 which shares the cipher 1010 received from the 3rd computer 13 between the 3rd 
computer 13, and the session key 1008 perform. 

[0038] Drawing 1 1 is drawing showing another implementation method which enciphers a session key with a public 
key in the cryptocommunication system of this method. 

[0039] For 1101, as for the private key of the 3rd computer 13, and 1103, the public key of the 3rd computer 13 and 
1102 are [the public key of the receiving-side computer 12 and 1103 ] the private keys of the receiving-side 
computer 12. 

[0040] By this method, the share key of a key can be delivered on a network by using the public key 1 103 and 
private key 1103 of the receiving-side computer 12 instead of the share key 15 of drawing 1 instead of the public 
key 1 101 of a computer 13 and a private key 1 102, and the share key 16. 

[0041] Drawing 12 is drawing having shown the more concrete example of the cryptocommunication system of this 
method. The transmitting-side computer which 1201 has the encryption key K1 of MULTI, and can use the 
compression algorithm by cryptographic algorithm MULTI and the Huffman method, 1202 has the encryption key K2 
of MULTI, and the receiving-side computers 1 and 1203 which can use cryptographic algorithm MULTI have the 
encryption key K3 of DES. The transmitting-side computer which can use the compression algorithm by 
cryptographic algorithm DES and the Huffman method, The transmitting-side computer which 1204 has the 
encryption key K4 of FEAL, and can use the compression algorithm by cryptographic algorithm FEAL and the 
Huffman method, and 1205 The share key K1 of MULTI with the transmitting-side computer 1201, It has the share 
key K2 of MULTI with the receiving-side computer 1202, and the share key K3 of DES with the receiving-side 
computer 1203. The 3rd computer which can use cryptographic algorithm MULTI and cryptographic algorithm DES, 
and 1206 The share key K1 of MULTI with the transmitting-side computer 1201, As for the 3rd computer which has 
the share key K4 of FEAL with the receiving-side computer 1204, and can use cryptographic algorithm MULTI and 
cryptographic algorithm FEAL, and 1207, a message and 1208 are sessions. 

[0042] The procedure at the time of the transmitting-side computer 1201 performing the receiving-side computer 
1202 and cryptocommunication is shown below. 

[0043] (1) MULTI and FEAL which are the code/compression algorithm which can use the transmitting-side 
computer 1201 from the transmitting-side computer 1201 to the receiving-side computer 1202, and Huffman — 
notify law. 

[0044] (2) The receiving-side computer 1202 notifies MULTI which is the cipher system which can be used to a 
transmitting-side computer. 

[0045] (3) The transmitting-side calculating machine 1201 generates the 64 bits user key used by (a) MULTI, and a 
256-bit system key as a session key 1208. 

(b) Encipher a message 1207 by MULTI using said user key and a system key, and transmit to the receiving-side 
computer 1202. 

(c) Encipher the session key 1208 with the share key K1 of MULTI, and transmit to the 3rd computer 1205. 
[0046] (4) The 3rd computer 1205 decrypts the enciphered session key which was received from (a) transmitting- 
side computer 1201 with MULTI and the share key K1. 

(b) Encipher with the share key K2 of MULTI which is sharing the decrypted session key with the receiving-side 
computer 1202, and transmit to the receiving-side computer 1202. 

[0047] (5) The receiving-side computer 1202 decrypts the enciphered session key which was received from the (a) 
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3rd computer 1205 with MULTI and the share key K2. and takes out the 64 bits user key and the 256-bit system 
^ e y which are the session key 1208. 

(b ) Decrypt the enciphered message which was received from the transmitting-side calculating machine 1201 with 
an above-mentioned user key and an above-mentioned system key. 

the code/compression algorithm which can be used here when the transmitting-side computer 1201 performs the 
reC eiv.ng-s.de computer 1203 and cryptocommunication — Huffman — since it becomes law, the session key 1208 
beC omes data expressing the Huffman tree. Cryptocommunication can be performed even if it uses the session key 
^ it b which configurations differ for every communications partner in this way in the case of this method 
[-0048] Moreover, the 3rd computer 1205 uses no cryptographic algorithms of the transmitting-side computer 1201 
p or example, when the transmitting-side computer 1201 performs the receiving-side computer 1204 and 
cryp tocommunication, the code/compression algorithm which can be used are set to FEAL. At this time it has the 
sha re key K1 of MULT] with the transmitting-side computer 1201, and the share key K4 of FEAL with the receiving- 
side computer 1204, and if the 3rd computer 1206 which can use cryptographic algorithm MULTI and cryptographic 
algorithm FEAL exists, activation of this method will be attained. 
[0049] 

rgffect of the Invention] In the cryptocommunication system which performs a code or a compression 
corn mun,cat.on link between the transmitting-side computer linked to a network, and a receiving-side computer 
usin g the code or compression algorithm chosen by the negotiation, cryptocommunication with many and 
unS pec,fied partners like electronic commerce is made possible by carrying out the negotiation of the cryptographic 
a l g0 nthm or the compression algorithm used for encryption of a communication message between a transmitting- 
sjde computer and a receiving-side computer, and determining it. Furthermore, by transmitting the information used 
fo r encryption and compression-izing of a message or a message using a transmitting-side computer and a 
reC eiving side computer, and the 3rd computer that can carry out cryptocommunication, respectively both of 
tranS mittmg-side computers and receiving-side computers will end, if information is shared between the 3rd 
computer. Thereby in a transmitting-side computer and a receiving-side computer, the management about the 
share information that specifications differ, such as many share keys, can be simplified. 

j-franslation done.] 
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# (NOTICES * 

,p0 and NCIPI are not responsible for any 
carnages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original precisely 

2 #*** shows the word which can not be translated. 

3 In drawings, any words are not translated. 



SCRIPTION OF DRAWINGS 



ef Description of the Drawings] 



[prating 1] It is the whole block diagram showing one example of this invention, 
rpra yv^g 2] It is drawing showing the configuration of a processor. 

rgrawmgtl It is the processing flow chart of the whole which shows one example of this invention. 
^awjngJl It is the flow chart which shows encryption processing of a transmitting-side calculating machine 
rgravmsM It is the flow chart which shows negotiation information creation processing of a receiving-side 
^jculating machine. 

j^rawing_6l It is the flow chart which shows session key processing of the 3rd calculating machine. 
rQ0Wn&Jl It is the flow chart which shows decryption processing of a receiving-side calculating machine 
rQ0^m&31 It is the whole configuration which shows other examples of this invention. 
r^awingJl It is the whole block diagram showing the example of further others of this invention. 
0-jrawingJOl It is the whole processing flow chart which shows other examples of this invention. 
j^rawingJil It is the whole block diagram showing the example of further others of this invention 



... w.iuic u ,uuK uiagram snowing tne example of further others of this invention. 

It is drawing having shown the more concrete example of a cryptocommunication system 
of Notations] 

A receiving-side computer, 13 — The 3rd computer, 14 



[pe-- • 

1 1 [ — Network, ] — A transmitting-side computer, 12 — ^ receiving- 

15 C — Message, ] — An encryption key, 16 — An encryption key, 17 — A session key, 18 21 — Memory'. 211 — 
"""*" " f ~" ~ 1 ° ~~ Session key storage area, 213 — A message storage area, 214 — 



The cipher system flag for session keys, 212 — Session key storage area, 213 — A message storage area, 214 — 
program load area, 22 [ — A code and a decryption program group, ] — A bus, 23 — CPU, 24 — External storage 
2 41 242 — A session key generator, 243 — Key specification database, 244 — A key information database 25 — ' 
corn rnunication l.nk I/O, the channel to a computer besides 26 — , 301 — Cipher system negotiation processing 
3 02 " Session key creation processing, 303 [ — The enciphered session key, ] — Encryption processing 304 — 
£rlC ryption processing, 305 — A cipher, 306 307 — Decryption processing, 308 — Decryption processing' 309 — 
rhe enciphered session key, 310 — Decryption processing, 311 — Decryption processing, 401 — Cryptographic 
algorithm listing processing, 402 — The notice processing of listing information, 403 — Cryptographic algorithm 
na me reception, 404 — Session key creation processing, 405 — Message encryption processing, 406 — Cipher 
transmitting processing, 407 — Session key encryption processing, 408 — Encryption session key transmitting 



e ' w ' Key encryption processing, 4U8 — Encryption session key transmitting 

roC e«...g, 50 — Listing .nformat.on reception, 502 — Cryptographic algorithm information comparison processing 
50 3 — Available cryptographic algorithm judging processing, 504 — Cryptographic algorithm name setting 
processing, 505 — NULL setting processing, 506 — Negotiation information transmitting processing, 601 — Session 
... reception, 602 — Session key decryption processing, 603 — Session key encryption processing, 604 — Session 



key reception, b^)^ — Session key decryption processing, 603 — Session key encryption processing, 604 — Session 
Key transmitting process.ng, 701 — Encryption message reception, 702 — Encryption session key reception 703 — 
SeS sion key decryption processing, 704 — Message decryption processing 1001 — Session key creation processing 
! 002 — A session key, 1003 — A cipher, 1004 — The enciphered session key, 1005 — Decryption processing 1006 
_ session key creation processing. 1007 — Encryption processing. 1008 — A session key, 1009 — Encryption 
rocessing,J010^— Cipher, 1011 — The session key, 1101 which were enciphered — The public key of the 3rd 



proC**"" ,v,v ul H""i "«ii — ' ne session Key, 1 IU1 which wi „ wy 

c0 mP uter 13 ' 1102 — The P r 'vate key of the 3rd computer 13, 1103 — The public key of the" receiving-side 
c0 mputer 12, 1104 [ — A receiving-side computer. 1204 / — A receiving-side computer, 1205 / — The 3rd 
- The 3rd computer * on ~> ' — A * nr ™ 



computer, 1206 / - The 3rd computer, 1207 / - A message, 1207 / --Session key ] - The private key of the 
reC eivmg-side computer 12, 1201 — A transmitting-side computer, 1202 — A receiving-side computer, 1203 



[Tra' 



, n slation done.] 
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3 In the drawings, any words are not translated. 
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mim^-ztsmitict^mktnnmn eia 
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i!c©Bi-*tSfigg„ 

[f33fcSI2 2] H2^> a >H©Bf#fk^. H«fa^3©tt 

©<8©^^a*Buia^fiijn-©^cc. OTftsjgffltfjtai 
©^^*B«fa^3©^«{c-en-en^fc#, irrie^ 
mwwtiBi»rBWftr«c i^stiriis^s 1 
5fets©Bt-^iim^g 0 

2 3 ] -fe a >#©if§^t^ > jtjiasj 3 
ftMQ&0M*miBig@<iftf*a<c. ariasfUffln-iHa 

10 M«H^*fflt»rB9#fk^iC4*«F«ir*l»3lGHl 

6ta4g©Bt-^iiMgg 0 

[f»#Bl2 4] ^^>i-^3>{C^L/ti»^©y y 

42 - ^©Bg mttc mmmmmstn® t mum 3 <D§mm 
tosm-e&mistcfemmt, m^wMmtmsm 

iwm2 5 ] *=fs/x-t/« ^cc^j&ufcit^oy „ 

•fe-^©Bg^fc{c«irfa»3 ©tf®«©i&WI|*BuiffiiM 
dBtmiKc . BafBSfH9Mm«l©^iB^*Byfa^ 3 ©ft 

ctf*^2 6 ] mmmmmimm&$:m®mtmt 
omosMmmmzmmis-c. * v^-^co^mtic^m 

TZ>mm<D is a >i©tt^ft£t5Ci^ 

8fc4T*fit3<3®i 8fatg©ng^am^g„ 
[»w©»ne>arsii»] 

[0 0 0 1 ] 
[0 00 2] 

m*<D&ffi] sat. a^©iHM7E*jj:{>-^m5fe*i??& 

W$.?2>tclib<DjTf£i:LX. I h ( ISO/IE 

C DIS 11770-2 MechanismU) -CWTO^tCS^C^c 

[ooos] ( i ) mm**£u&mfttmzj&j-i- z 

[0004] (2)^^-i/tt7>^K&5Uct 

>z-±<Dm-c*mLxi,>zmxB§miu. mmz&m 

[boos] ( 3 ) smowtiB&^fks nfe-fe v is 3 >n 
^si^a -fe > ^ - mtt t & . 

[0 00 6] (4) *WHs>4r-tt-fe, 

^«s-fe>>-<ts«{!Di<t ©rarity lt^ 
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i o o o 7 j ttc. *§*mmic&m?m^7)\,3» x 

GS S - A P I (Generic Security Service Applicati 
on Program Interface) T* :^->i-~> 3 >^#^XA 
#»3K3ftTl»4. GSS-APU^x-> 3 >^ 

[ooo8] ( i ) jgflffftfr?*- h uri»*«wr^ 
=f y XAnsrj^ftfflijtcjifcrr s&ji. 

[0 0 0 9] ( 2 ) ^m»J^«L/tBt#r^=f y XA 
[0010] 

riSiRgi«*ff <t 5 buck. ^iEff^^^jhT-S/cfefc 

k*ff ft 5 **T*=f V XAB««4 

^yxAr^ffl-r^^ftiij*. r^rfyxAtctor 

«©«fi#5 6^» hr*S©*C»Lr. MULT I £ 

&m-rzm&im&&3 2otv rttft*. c©/c&. 
mmoimiaftt ©rar«H»aft*fT ft *> tt#«B, 

[0011] WfeWat****, fro&i£ 3 

ft^<b©iar*=f->x-^ 3 >{cj:oas?Lfci®#*s 
t>tta»r *=f y xa gftfli l, r it#am«fT ft 5 nt# 

«©m©^»©ftwfiMB. m«^^©«a^ffiBSYb 

[0012] 

SMflBBWMBlOIBn?. *^>x— > 3 >{tJ:r)ji^Lfc 
iHI*ffft5B&^fll«^^-?AfC*JUTHf^aM^fft 

sfcftcc. 3l«flP»fgtiaiB^*ytttEE«fT^=ryxA 

*fc«ffiffir;u^yxA2 4*©*««2««rr.ac 
<t «c J: o . B>riB^fflijttg[^*j £ utfti a^mflwtm® 4 
-en-enBt^s^tiu^am^tf ft *> c 4 ^3 

fcBffi»TJU=f u xa£* =r*/x—> 3 > is-c&m-tz 
»a*(f«cc». SiimftirarB. *=fs/x-^ a >o 50 
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fclt#*fcBEE»7*=f y XA(ttt^/cttMiffg££ 

* fcttff«r ju=f y xa 4 iraettftim*r e #ft*fcB 

JDtf#g?rB(riEBt#T;Ur/i; XA 1 fccfcO'^Wgl 1 -Cffg-Sf- 

io «*nt#r^=fyxAi*jj:c;*w«ira#fkL. ft 

i^Wbri^Bg^TJUrf y XA 2 j:^Wii2 TUg 
*HtU MbttMjtfg*£j$-f£&S4. msmmt 

fflBtJMBiTB. H3 ©ti-gttsj; *) smufct&mtmtm 
[o o i 3 ] mmmmmt&fflmmm<m-c 

©"t#*ytttBE»r;u=fyxA©*=fi/x-.i/ 3 >^ 

i&Lfcil^ ^®fiiJI+»tS-c». #3©fttMR4ftWt, 

■ct»*ns#*w*ff»T^=f y xa i tcaifflBjtttt^jn 
'ttBEWr*=f y xa 1 isic/Mi 1 ne#ffcu s§n 

fttV »3©ft©«|-c«. 3^m®«J:fJ§ltLft:Bg 
*Hbftftlflf**IW 3; &ttflE»T^=f y XA 1 t$J:c>'* 

w«ir«#fbu «ftjt»$s*axoa^MS4 > shbm 
mnmj: o u/cet y -fe -y*«s#**:taBEig 
T^=fyXAite c trjffueWflnt»«ra#fbt. y»* 

fctt£EigT;u^ y xa z KmmTnntomaim*{£ 

fiXTS^S4. ^ »-b-s?*iB#*3ftt*BE«T;i/=fy'x 

a 2 vtt£ttfflfft*tri&f ft o . ntmt* v-t-z; 

=fyXA2*J c fc^^2t , Bi^bL, Uil^bWttlt*^ 
ABSttWirB. *3©lf«««fc0a«Ofcli|^t'MJiBtll 

«*BS#*fcBffiBr ;u=f y xa 2 fccfcc>'*wii2 ra 

^mLttfl§-^{U v -fe - ^ *Bf#* fcBBBBr ^ =f y x 
A 2 fcJrO'BffffittMf $g-ca^rbL, ^ -fe-UftjRr, 

m-rMa^/Bfcsitf-rs. 

[00 14] 
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^ » -fe - y 3 ©stiwaesraser 4 c i k j: o . 

aHt«IH»«*i«fc VSeflWff»«tt^% 6 fe^3 ©tm 

«i©ra©«wtf«©*^-rti{33if fc^jE^am 
ansjtttcfcao-c. ^»©^WttfR. ffl*.t*ft*ra©s 

[0015] 

I^«J #»9J©— gfcjfcWfc. g|l*>6@7m>T 
MfB-r*. Bltt. *#^©Bf#fflfr>X:rA©f!Eg£ 
wnar**. nojiHlMMffK, l 2 «s<tfflijftg[ 

«. 1 3 B^miMi-iMg i i*i«fccjf. sfiffffjmi 2 

£a©*ffft5C£.©rS483©H-S«. 14B&M 

flHffMHS i i . smmmm i 2 . 93 ©tra« 1 3 4 
©bj©* 9 h -7- * . 15 tt^m»©« 114*3© 
§mmi 3 iowrftf ori^^TJ^y xa 1 tc 

mm*m*mmm. 1 e «3fnaw-twia 12^3© 

$rW6k\ 3<t©fflr«WLri»SBf#7'^^"JXA2{c 

iSffl^ite^Bg^{fcSi. 1 7 ussmttMi 1 1 > 9 

Atc^ST^-fe 9 -> a >«, is BjgJHItHHI 1 1 J: 
9Se»JH-««l 2«caS©-r*y »-b-yr*4. 

ar<D^m^icj:t)mmmm-mmi 143? 
ffwim^ 1 2 ©ra©^am*?7& 9 . " ■ 
cooler ( 1 ) ^fiwjtms 1 1 frz&mmsmm 

12iC»Lt, M#©Bt-^ffifi{C^ffl-r.59i-^T;b=J'J 
[0017] ( 2 ) SJlfflltttt* 1 2 B. pj#©Bg#ji 

jmi 1 K*fLTa*D-r*. 

[0018] ( 3 ) jgtiffitftUI 11B. 
(a) JMgffM-JHU 2J:t>flfii3tifellt#rJU=fyX 

Awae-r €>s#*^/c-r r> 3 >ii7 
s. 

( b ) SMH-JMl 1 2 J: «3 afcu**ifciis#7;u=f y X 
At. fer>a>il 7*»fcl,vCjS«j*»-fe-5>l 8 
*HS#fbU SfmflWUMBIl 

(c)-b»j/ a >«l 7*»3©IHH(|1 3iOfflT* 

U ?&3©tt#r«Sl SC^fff*. 
[0 0 19] (4) ffT3©iHI«l 3B. 

( a ) mmwmnm 1 1 «t 9 4 o fcn&^wb s ntc-t 
9f*>mn »ft«ifjni 1 1 i©w-c^wur 

( b ) mmtutc-t y is * >m 7 1 2 



4©IB"C£Wl,rt>.5flNt7JU=f yXA2 4Hf-^-fbif 1 

6 r «hh b t . $«fl!i»w«i 1 2 (t^Mir 4 . 
[0020] ( 5 > sftffjtraa 1 2 B. 

(a) W3(Dn$mi 3<fcO$W4-3/cB|^b3nfc-fe 
»S/«>*1 7%*3©H-g«i©|ffl-r«WLTt^Bi 

( b ) gfniyttn^i 1 uoswio fc**f fc* nfc ^ 
» -fe - * x - i/ 3 >-c$k o fcH£#r;u =f y x a 
£ -fe 9 s/ 3 >a 1 7 «j&i>-T:aPif tr s. 

10 ccr. ^mown-gnu 1 tammmmi 2^77 

{^ft^c^S^"^^-*: 9-> 3 >St4 cr*jffl 

[ 0 0 2 1 ] m 2 b. *arser«flrr *tf-si®©i*ta5«t 

tt&TnOfcBTC&S. 2 1B>*i;, 2 1 lttt^g 
>«SfiStC«!fl!-r*l»^36rSC©7 9y. 2 1 2tt1r-Z 

nfr*HH»Ettx ijt. 2 i 3 ra-fe 9 ~> a >atBtix y 

T. 2 1 4 B-rf 9-fe-^fSttx i;r. 2 15 B&«©Bg 

-KtSi'JT. 2 2B;U, 2 3IJCPU, 2 4W 
SPffitg^g-C. 2 4 1 WttS81*5^r^ £Bf-!f • « 
^b^a^Ag^ 242Hfe^> 3 >it^n^ 
A. 2 4 3KR9#- «-^fb:/a^Ag¥2 4 ltffflt 
^©{tSKK-rS-r-^^-X. 2 4 4ttfeH-jra<h 

©WrifcWLrc^M*sj;^. ^©ii-c^ffl-r-SBf-^r 

;l/=/yXA«#:©T r -3?-^-^ > 2 5Bjimi/0 2 
6»flfetf#«'s©ji^K-C*-5 0 
[0022]§3IJ 1 ^^x-^g^^^t/^or, 

*-r. smfflittscai im smwjtt©ai 2 

4©ffl©Bg-^iiMCC®ffl-r5B§-^T;U3 y XA^ajR-T 
4Ba^^=/^X-^3>^ia3 0 HCfiS^b/cii 
^. 30 1 tRSt/c^TA^'JXAtcaUct^i' 
h>^1 7*fffiWS-fe9.i/3>||fpfl6tea3 0 2 4. 

3 0 1 t^ifcie^r ;w y i t , •> 3 >i 1 7 

*fflt>r^9-fe-^l 8£B£*f{bU ^3 0 5^ 

f&-?mmmm3 034. »3 <m*m 1 3 4©^r 
*6*oft*j&-r*n,»fcBt^r*=f y xa 4Bg#^ 1 
40 5*ffil>r*ji/a>»l7^tU H§#fbsnfc 
*'^>«3 0B ^^X-T SBg^b^ffi 3 0 4 ^Hff 
U ff|-^fb^nfc^ 9->3>||3 0 6*»3©|f-^l 

3 sc. nt^3 0 5 z&m®mnm 1 2 ic^^timm 

?Z>. ^K*3©tHW8ll 3TB. i£fgffl|im«|l l J; 
l 3§W4ofcBg-^b3ft/c-tZ9^ 3 >H3 0 6*. iMm 
ffiiJti-gtfSl l 4©fa-C*f>^DS!)^fer*i(,^cBt^T^ 

=fyxA4Bt^biii 5*fflt»ra-^bf ««#fb«iai 

3 0 74. 3 0 7T«^tl / fc*r> 3 >i^ S«»J 
tt©tSl 2 4©ffl-C*<=.^D*^rfcl^cBf-^T^=f 

50 yxA4Bi-tfbgti 6*ffl^rffg^bo. Bg^tsn/c 
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■fe vts a >H3 o 9 nam? z,B§mtmm3 0 8 *SKf 

U B^fcSftfc-fe r> 3 >i3 0 9 «3@{R»|-*fl| 1 
2«Ci£frr£„ fgCC§MWJft®«ll 2-CH, S3 (Dim 
Ml 3<fc9£tf£o/cBf#ft3ftfc42^> a >gi3 0 9 
m3<DttSL^l 3 4©(Hr*6*>C#>&a6T*jl,>/c 

i izmmttzmmttms iot, igMfflijimtai 

1 <fc9gW4ofcBg#;£3 0 5£. 30 1T^SL/cBg 
^T;U=* y XAit 'r>a>il7 £ffit,>T;< » fe-SJ 

i s zmmttzmmmmz 1 1 zmn-rz. k 

[O 0 2 3 ] 04 tt. ttjSOI|fIi->XfAK*JW 
•5i£ftffl>Jit©t8 1 l (OH&m^yjkLfcya-^-^- hr* 

*„ 401 (*Bt^ • mmtfn y^jumz 4 1 

Ori^OTttm«l 1 1 (Dfemoimte^T Jl/=f y XA?r 

v 74 0 1 r y x h r » VLttm^TJ^v XAgftc* 
- - SMfiPJif® 81 1 2 icmtaTZxr v 7~ 4 0 3 tismth - 
©til 2^aiRL/fc^T;U=f>;XA«ft;*^L > Hz 

^^3>iifflBg#^7 7^2 1 iooks-*-^?-? 

7\ 4 0 4i3H2vis 3 >mmB§ntty?if2 1 IK* 20 

(cS^s* ■b»J/H>ai7 4rtJSL -fe 3 >Hf2tt 
X'J72 12(C»^f^, 4 0 5{«f»X4 
0 5 -C^fiSL/c-fe -^ 3 >il7i, -fe a >^fflBf 

^#5*:? ^2 1 1 icztfctzm^ ■ mmt7u?^& 

2 4 l*j@ttLT^»-te-5>l 8£B§-5HfcU Bg-^S:3 
0 5**fiRir-S^y?^. 40 8B^f ? y40 5ffP 
^SUfcBf ^3 0 5 I /O 2 5 (Ccfc 0 SmffiiJft© 

®1 2(Cj&frr£*7- yy\ 4 0 7«ii7 :: -^-^-^2 30 
4 4 *{C^««L/tS3 ©ff-®« 1 3 t<D*&}S%mm 1 
5*$J:t>\ Bg^T^rf 'J X Alitor SBf-^ • a^kT" 
P^A24 l*S»Lr-b^^ 3 >ieattx>;T2 1 

/t-fe v ~> 3 >^3 o 6 » > a >metix y r 2 1 2 

tCtS^-rS^f-^^. 4 0 8tt*7-?:/4 0 
tc9§mtZ ftfcfe » i/ s >«3 0 6 I/025K 

[0 024]I5», *35rS8©urfa«i/^^ACC*iW 

*$fifflit*M i2*i*,-> a >an « tcfleffl-r s 40 
ts^rjv =f y x A^ii^T mmzin u * 7 a - ? * - 
h r* 501 ttjg«MtttHl 1U0 mutix < 4 
Bf ;u =f y y >x y ^f^\ 50 

2«^5»X5 0 lT^ff LfcBg-5fr.il/rf 'J XA«*fry 
*h4. ^mffllJff«mi 2©Bg-Sf • m^t7u>/7J*$t 
24 l&tm-rZXy-yy\ 5 0 3 tt-fe 9 is 3 >££fflBg 
TO5^2 1 1 tefiJJBWflE&Bg#7;b:rfyXAj&if& 
£3ftTt,>S*>»rS*:r?7\ 5 0 4ttfe^> 3 > 

mm^n^y^i/2 1 nc^Kfta-rsBg^TJUrf 
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^ffl9|^^-77^2 1 l{CNULL*SJ£-rS*f-v 
7\ 5 0 6 tt-fe v is 3 >®ffiBf#^JC7 ^2 11©« 

nzmmmmnm 1 1 (tigfrr-sx^ » y-c&z. 

CO 0 2 5 ] @6tt. ^^©Bg^jlff^x^AKfctf 

eo utmmmffimi iMmzti-zK&wwtsti 

/cfe ^a>i306 *3Hf U fe 5 ~> a >«8Ettx y 
T2 1 2tC&#rf£X:rv:7\ 6 0 2«if-i!<-X 
2 4 4*{Ctg^Lfc^fiffllJH-#|ai 1 4^ori»SBS 

mtvu a 2 4 i *ia«,LTfe 3 >atettx y 

T2 12*C^O)WB#{fc3*ifc-fe»2,a>*3 0B* 
ft-^fkU IR9ttibfcfe^>3>g|l 7*fe 5 i/a>« 
latex >;T2 1 2K««tWf,^ 6 0 3tt§i:r- 
3"<-X 2 4 4 rfJ (CttMLftMIMItimi 1 2 4ftWL 

Bb^T 7 ffc^Ct A 2 4 1 %*a»U-r fe : »"2>"a"5ii"' 
Ettx y T 2 1 2 {CftSflLfc-fc -;i/ 3 >il7 *«HHfc 
L/. Bg#ft3tx/cfe 2>-> 3 >^3 0 9*-fe y>3>^fa 
tSxyr2 1 2(C*g^-r^X5 : -i;^. 6 0 4ttXT-^7* 
6 0 3 -Cfmisia&mtStxIt fer> 3 >i30 9$I 
© I /OCc J: oaeflHittHI l 2 K^J^f * ^-c 

COO26]07tt. *^OBf#ilM^X^A{C*j^ 

^ifc^a-^t-hTM. 70 1 itmrnmnnm 

1 l J:0^bfcBg^3 0 5*> >-fe"i>fattxyr 

2 r 3 it&m-rzxT' v y\ 702 tt^3 <Dimm 1 3 

<t»5^mbfcBt^t3^c-fev^3>ii3 09*t^ 
a>«EttxyT2 1 2{CtSi|rt^Sx^^^. 7 0 3tt 
^-f^-X2 4 4*{C«jrtCteS3©tf-©«4ft* 

-SBf-Jf • a^tXn^7A2 4 1 £itas&L,-C-fe^>a> 
^tettx y T2 1 2 {CttttLfcBfJWfcStife-fe -^ 3 > 
§13 0 9£«-^tU K0HiOA:fe y ^3>®l 7^-fe 

» a >gitatix y r 2 1 2 cctsi«-r 4^ T" 7 0 

Attar vZtl 0 3riR»)ttbfcfeyi'a>iil 7 4. 

•fe ^> a >afflBg-^Bg-^^ 7 ^ y 2 1 1 ccstts-r ^Bg 

^•«^tXn^A2 4 lSfittLr^^-fe-j^Btt 
xy T 2 1 3fC^3tl/cBt#S:3 0 5^-^fkL. ^ 

?fe-y 1 8*«f)mnf^r*5. 
[ 0 0 2 7 ] h 8 tt*^oBf-^aft->XT- Avmcom 
mxmzTrrrm-c&z. 0 1 4»fe » ->a >^©^^ 

coo28] ( 1 ) mtmtmm 1 1 *z9mmtmm 

XA^©PflC^b-tf^fT^ ^ . 
[ 0 0 2 9 ] ( 2 ) £@ffifft*M 1 2 tt. M^©Bt-^iI 
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*»i ucworfflSDt*. 

[0 03 0] (3) SmffiffffMl ltt. 

(a) Smtimttl 2<£9iI*D3ftfcB§-«fyjUrfyX 

Ajjsfaer £g#£«s/cf-fe 9 j/ a >n i 7 %*fiw 
( b > sflNttttm i 2 j: *) ajais tifc«wr*=f y x 

A4. -te^>3>gil 7*»fel»TiJSfiy»-b-J?l 8 

i 5rBHHfc-ra. ig^kLfc^ ^-fe-yfejco'-fe 
v -> a >M«3mflHit£w 1 2 jcgfti. 

( 4 ) $@flffiH-*M 1 2 «. gtf 4 fc-fe 9 > h >H£ 
*3©tW«l 3{c«ar4. 
[0 03 1 ] (5) *3©»t««l 3tt. 
( a ) jftgffihH-gM 1 l<t DSWio /cBf^t? *i/c -fe 

9->3>sii 7*. mmmsmmi i <t©iffl-c«wbr 
tr»4Bf^r^=fyxA i tmmtmi s&m^xmmt 

< b > mmt ofc-fe » s/ a >« 1 7 «$@<Htt*a 1 2 

e -est^t 0 % semtttMi 1 2 teas©*- s . 
[0032] ( 6 ) ammawm 1 2 «. 

(a) mZ<D%tW&\ 3£*)&l1tr>td%mi%titc-k 
visa^Mi 7**3©gfiMi4oilB"r*Wbrt»*«f 

( b ) mmwm$m 1 lioswio/cut^tstifc^ 

»-fe-i?**=f*^x-i/a o fc8f#7 -lb =f U X A 

4-fe »fa>ai7 *jflv»ra#ftrs. 
awwiMi 1 1 am 3 ©mm 1 3 icm.mmm-ct* & 

[0 03 3 ] H9tt**ao»ff#a©^^Att:*jc» 

fre«:-r5ig{tsij©#arc. £iT©#»*{cj:!ji«#iM 
[0034] ( 1 ) mmmmmt 1 1 ^sHtfiJtm® 

[0 03 5] ( 2 ) SfgfflffMi 1 2 «. M«©Bf#ii 

©tcfieffl-riie^TA^yxATEr^samu. mm®m 
&m 1 1 «t*f LTffifcrrs. 41 

[0 03 6] 0) mmmunmi n*. 

( a ) 34Iffl»t*tt 1 2<tD ttJB pHfi&B&#r ;b =f y X 

A*ia*n 3 n/c^«^ 1 m t> u < «m 8 0©^ 4: 
( b ) sstmwm 12^0 mm «imu^rjv=i y x 

[ 0 0 3 7 ] 0 1 0 «, * znsx-u 3 ^vikmucm 
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2 £ ©ffl©Bg^jifftC^T-SBf -^T;b^ XA£jS#> 
T^Bg^^=f^x-'>a>«ia3 0 1 K^ftbfcW 

y x a 1 tcja^-r £ -fe 9 3 >m 0 0 2 tms-r ■*> -fe 

» f a >g|f&5S*3Jl 100 li, ^7)UV XA 1 4 
■kvUaymi 0 0 2*m^ZS vk~Zsl 8*Bf#ft 
L. ^#1 0 0 3£^lT*lg#{b*!913 0 3 4 > Bf 

#r;u=f »;xa 1 ttsmmi 5m>rtr> 3 >i 

1 0 02*Bg#ffcU B^b3tlfc-b»i/a>ail 0 0 

0 4**jiS-rsBs#fktea3 0 4*iitfu. «^bsn& 

-fe9^a>ltl OO4iB|^3O54»30lfgil 
3(CiHm-rSo ^«C*3 0ftJHBIl 3T?B. jgflffift* 
«1 1 ^ i 3SW£ofcBg^{t3tlfc-fe9^3>Sll 0 0 

4*. ^ftditf 1 1 tcrar^-r^ffg^T^rfy 

XA 1 iBf^bSIl 5£ffl(,>T8HHfcU -fey^a^* 
1 0 02tBX9tti-WHb#lS3 0 7 4. Bg#^3 0 5 

^fff-^r^rf y xa 1 4 3 0 7 ra^bb/t-b 9 -> 3 > 
Hi oo2*ffl^ra^bb. >-yb-yi8 4iR0tt) 
■suc^bteffl 10054. ztrnmrnm 1 2 4©m-c^ 

) WUrc^B|f-^r;i'^yXA2K:^-r-5>-fe9'>a>il 

1 0 0 8 £ffr?£Tr£-tz 9->3>ilfp^cS!M 1 0 0 6 4. 
ff#^T;U:JyXA2 4-(Z'^>a>||l 0 0 8^ffll>t> 

8*ug#{bu. fft^i o i osr^-r&Bg 
^b#yii 0 0 74. ffg^T;b=ryXA2 4Bg^bHi 

6£ffl(,>T-fe^>a>gil 0 0 8*Bf^fbL. Bg-^<b3 

nfc-fe r> 3 >«ion ^SfiS-r-sff&^fb^a 1 o o 

9£fStfU «f^t3nfc-fe»Jxg>«i 0 1 1 4Bg# 
* 1 0 1 0 «S@ffi»M(ptt 1 2 «cj^t^S„ MfcSMffiiJ 
tt#«l 2T«. ®3©tf-S^|l 3J:»)SW4ofc«ff# 
^b3n/c-fe9^a>^l 0 1 1*. ^3©H-#tSl 34 

©rat?^wr4Bt-^T;i'd r yxA2 4ffi^{bHi 6?:ffl 
i»r -fe r> 3 >iioo8 zmmt?zmmt!im3 1 

0 4. H3©ti-®«1 3 «fc D*Uo /cBg^l 0 1 0 

Sr. ^3©tt#t»i 3 4©fflr*wr4ff§^r;i/=fyx 

A24-fe9->a>Hl 00 8^t,>ty»-fe-i/l 83: 

a^t-r*«^b^a3 1 n&nffrs. 

[0038] HI 1 «**^©Bg-^jl^>X^A(C*j^ 
[0 03 9] 1 1 0 ltt&3CDtt8«l 3©^g|. 1 

1 o 2 «m 3 ©ttgcsi 1 3 omsm. 1103 

StlMSI 1 2 ©&PS££. 110 3 (iSftfiPJft-^^ 1 2 ©*& 

[0 040] *#5£-Ctt0 1 ©JtWH 1 5 ©ttfcO KH- 
et5 1 3 ©&g3H 110 1 fciOWii 1 10 2. «w 
HI 6ORt>0«:S©«»rt)t«l 2 1 0 3*J 

iO'^iil 1 0 3^^-r^C4{Cj;0. 

[ 0 0 4 1 ] a 1 2 ti^5$©B#^ii{r>*f-A©J: 0 
1201BMULTI© 



007.gif 



Hf*Hfc«K 1 Bg#7^:*yXAMULT Ifc<fc 

Cf'^? >£K <fc ZEJB7 ;l/=f 'J X A **|fl|-c* sad 
flflttJSa. 1 2 02«MULTI ©Bg^t«K 2 

l»#7JU=fi;XAMULTI**Jffit?*safiffiBt 
MU. 1 2 0 3ttDESCDIKHfcttK3*tt*. 
7*=*y XAD E S*»«fc^7 v>ffi{cj:SEEIiTJb=f 
»JXA*WfflT**asmflBtf|HBI. 1 204BFEAL 
©»S#ft«K4*J#fe. HfTWJXAFEALfcJ: 

^ 7 v >atc J: 4 ffi*§7 ;i/ =f y x a sw^t # 6mm 
mn$m. 1205 a&mown-g® 1201 4©mu l 

T I O^WilK 1 4 . SffiMtJM 1 2 0 2 4©MU L 
TI©itW^K2i. *ftMHMU 2034©DES 
«^K3*»%. «H7;WIIXAMULT1W 
O'Bf-Sf T ;i/ =f y XA D E S **|fflr * -50 3 ©H-gLffi. 

1206 itmm&mmm 1201 4©mu l t i ©*w 

SIK 1 4. SSVammi 2 0 44©FEAL©*3ril 
K4%^. IWrW^AMULTHsJitWr 
*=fyXAFEAL**Jfflr*S»3©ttJHi. 120 
7tty»*-S?. 1 2 08tt*>J/a>T*«. 
C0 042] 3H3Mif-*tt 1201 **$@«gtff« 1 2 2 
0 2 £lfWB«ff«c9RIO^tl»«£(T(c^r. 

[0 043] ( i ) mmsm& 1201 
»i 2 0 2 wot, mmmnnm 1201 ^abht 

*SBf^/SgT^3yXAr*4MULT I, FEA 

l, "7 7>&*asrrft. 

[0044] ( 2 ) SftflHSfWi 12025*. MfflT * 

s**en«r*4MULT 1 «aflmiw«(c»arr 

s. . 

[0045] ( 3 ) jg<UM?ftt«| 1201 «. 

(a)MULTITSffln64t,hOa-fifcJ; 30 i*r»4*3^ii*«raLr77J 



*#BI¥9-83 50 9 

14 

ft**. 

c c t\ mmm$mm 1201 ^summa 1203 

^'JXA*5A77>SK&5fcft, '*9J^b>«1 2 0 

Ktt. C ©ct 5 OTJl#NitC«K©R& 4t,j/ H > 
&£ffll>T *>B|^jHi*tf ft 5 C 4 tfiVff tcft 

So 

[0 048] tit, 03©tt#Sll 2 0 55J. SlfiffiiJU- 
#t8 1 2 0 1 ©±r <DV§^T)l<3 y XA£*iJffl-c#ft < 
Tfc**toftl». flfctf. jgflMffHHU 2 0 1 

fflwini 12044 Bg^a^tfft ^ ms. mm?* & 

©#/EffiT^I/=fyXAt3:FEAL«Cft4. C©B$. £ 
im®mni&l 2 0 1 iOMULT I ©*3T«K 1 4. ^ 
ftfflJiWgll 2 04<t©FEAL©*WHK4?:^ > 

Bf-^r;u=f y xam u l t i <t c*t#7;u=/ y xa f 
e a l zmm~ci* zm 3 <omm 1 2 0 e ##&-r*i a 

[0049] 

a©«HH»«omr. *dti/x.-^ a y(, c j:t)mVlb?t 
<&%i1tlSEMT)U>) XAZ&mLXBS^tltttEffi 

4§<njj|ffi^©Krji(ty vk-z><DB§mticim* 

5Ut#T^^yXA*A:«ffifST^=fyXA«r^^x 
—> 3 >Lt:^^5C4(cJ;0. fI^IR3l©.fc5ft* 

«F«^©*s#4©Bt-%jim*»jsifc-r4. hk. am 
<wn««fej:^mflnjit#«i4-eti-enBg-^am-rs c 



t>\ 2 5 6e^hOWAi*t:.i/a>il20 8 
4UT*^t--5. 

-yi 2 0 7*MULTir«f^tL. ftmmammi 

2 0 2(Cltn„ 

( c ) -fe ? -> 3 >^ 1 2 0 8 £MU L T I ©S^filK l 
-CBHHfcO. $3©itftMl 2 0 5K^t5„ 

[0 04 6] (4) &3©tUI8,l 2 0 5H. 

(a ) jMflffijff-HttS 12 0 1 *6SWi-,fc^t3ti 
fc-fe 9 i> a >£8£MU L T I toXVm*K 1 fc 40 

r*. 

c b ) mmtutt* v ^ 3 >««sfimf4Hi 1202 

4#W0n^MULTI©ftWSlK2-CBi^bt. § 

mfflsttwu 2 0 2«cjs@-r4. 

[0047] ( 5 ) $@Mif-£a 1 202B. 

(a) SI3©if:»&l 205cfcfJ§W4n>fcB§^fb3n 
/c-fe » > 3 >lt£M U L T I is «fc O'^WilK 2 T'fS-^t 

-fe»S/3>||l 2 0 8r-$>S6 4tT7 h©a— *f|| 
4 2 5 6 t? h©^X^A^S(Otii-r„ 

( b ) antreijtf-imi i2ouos»t, fc^ks n so 



Mr 5 c 4 (Cct 0 . ^Mflpji+e«ifc j: zf&mmm&iz 
[0ffi©ffimftittM] 

[a 1 ] *mw(D-mmMZm?£#ms,m'c*>z. 
[03] *mm<D-nmm&w;-?±#<D)iim7u-? + 
[04] ^@flpjiw«©Bs#f 
[a 5 ] gfn»Jim&©* =fi/x— > 3 >ttifi^^a 
[0 6] »3©tm«©-fe ^-> 3 >^a^iK-r7ci- 
[07] &m®m%.®,<Dmmmm*m? 7n-f t - 

[0 8] *»W©ffi©3S»«*^1-^<*«fiJ5T?*S. 



008.gif 



15 

a. 

ii-mmmm. i2-%m®mnm, 13 -ma 
<onnm. m-*? r>9-#, iz-Htmtm* 16 

f. 2 1 2--fe-,^ 3 >^f2tSx-;r > 2 13-y-,-fe 
"^fatgi'JT. 2 1 4 - -^a^AP" px'JT, 2 
2-/«. 2 3-CPU, 241 
••■«Sf-aWai/7AS, 2 4 2-*»S/«>«s 
2 4 2 4 4- 

BIMB^- 2 5 -a« I/O. 2 6-ffiff© 
«^©ffl<IIS. 3 0 1 -B|#3E?5«*=ft/x-J/ B >*a ; 
ffi. 3 0 2--fe 9 */ 3 >«ffi S S6a i 3 0 3-flNtffcfc 
g> 3 0 4-«#fUfia, 3 0 5 -Bf^. 3 0 6-B| 

-fffcs*ifc-fe»t/ H >(i. 3 0 7 -mmtnim. so 8 
-mmtsm, 3 0 9-m^fc3#ifc-b»^ H >«. 3 
1 0 -aHHbteai. 3 1 1 -«#ftMa. 4 0 1 -ni# 

T^:* .J XA y X h T » 402-^1-7:; V* 

mi) 




» ^^P9-83 50 9 

16 

*nmmnmm. 4 0 3-»#7A=f y^MtiS! 

a. 4 0 4-tr> 3 >iM}5I, 4 0 5-^-fe- 

ywfkAsa. 4oe-i8#xam«Hi. 4 0 7--b» 
^«>wt^k«Hi. 4 0 8-m^i:-fe S ,^ 3 >gt^m 
ms, 50 i-y* h7»^HMm«a. 502-ra 
#7 y XAtpait^a. 503 -w^pjieiig^T 

*=* yXA«E*SS. 5 0 4-B#7JU=f 'J 
mm. 5 0 5-NULLRSHsa. 5 0 6-*=fS/x 
-^3>t»fgj£fIMa, 60 1--fe 9 j/ a >f5jj|jji 
a. B0 2--te7j/a>IM*#{fc*HI, 6 0 3--b»S/ 
3>^Bt-^fb» 6 0 4--fe»i/ 3 >aBasgft Ja 7 

0 1 -«f#ffc> ^-i^u, 702 -mwkk 9 
f a ^m&mm. 1 0 3 „ j, a >«a^ M> 

7 0 4-^5,-fe-^^t^n 00 1-*»S/h>* 

man. ioo2-t,j/ 3 >a, ioo3-«9 

1 0 0 4-B^fc3tlfc-fe9i/ a >ai, 1 0 05- 

anHiaaa. ioo6--br> 3 >ttm&&a. 1 o o 

7-Pfr#ft*Bl. I 008-tr> 3 >i 1 0 09- 

«NWfc»a. i o i o ion -ig^b^n 

fc-fe r> 3 >I, noi 3 ©ftftfll 1 3 

«. 1 1 02-»3©9W«l 3©»a9| % 1103- 

atwitiMu 2<D&BNi. 1 1 0 4-$mmitgflti 

2©*i^£i. 1 2 0 1 -aHIMfHHR. 1202-sm 
flWHMi. 1 2 0 3 -rgfH»Jff-m l 2 0 4-3@{H 
"** 1 2 0 5-* 3 Of^a 1 206-03 ©It 
1 2 07-y»-fe-y. 1 20 7--b»i/ a >« 

[02] 

W2 




009.gif 



(10) 



«fH¥9 - 8 3 5 0 9 



[04] 
04 



^p'305 



o — 



•304 



-o- — 



401 
3^ *02 
p-' 403 
__p-' 404 
405 
406 
407 
408 



( M ) 



m 7 



h 8 [ 



IK, 



701 
702 




011.gif 



HI 0] 
3 1 0 



83 5 0 £ 



i£tl«H)ttui:im««Jltfts«Ji 




Tf3»>,lttrHiii:JJitS«i«<7>atft 



"03^7777^1 ^:gp?ffi<ta,i r :^ 1005 

inoen^TTT^Tj lptmwi*„ | ^ 1007 

i6^ ju^t««2 [ ^jjfott^m-j v. 1 oo<| g t>to^J^-ioio 

|-fc>t-g;i|s3-p 1 '>l 

-o- — 

ioo^-^TTTTT^J |«^«. <n : |^ 311 

j '* vb-y "|^18 



012.gif 



*3fM¥9-83 50 9 




7n> b^-i/<DM% 

C5i)mt.ci.* msm& ft\mm^ 

H0 4L 9/08 9382 - 5K 

9/14 

// H 0 3 M 7/40 

torn \m\ mwm&ttwmwsmtm* 

C72mmm Mm. 

wm\ i»JH«mfflE*Ei»#io99»iaf»sc 



F 1 zmmtmm 

H03M 7/40 

H 0 4 L 9/00 6 0 1 B Q-3 

6 4 1 

(72)26^ ^jf J§ 

««5Jl Mil l«m«*E3E»#i099#«i!«SC 
£tt B fi«ff»f ~> * f- A K»W^t ft 



013.gif 



